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IRI, The CoSort Company

Vendor Background

e Specializing in data management and data protection
e Innovator in data manipulation functionality and speed
e s products share 1 metadata and Eclipse GUI

e Privately owned since 1978

e Headquartered 1 hour southeast of Orlando, FL

e Resellers in more than 40 international cities
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Selected IRI Data Masking Customers

Most IRI customers process and protect Pll in databases, flat-files, or
“big data” repositories, including Hadoop or NoSQL DBs. Others are

building or testing applications. IRI's data masking consultants and
clients are mostly in healthcare and BFSI.
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IRI Data Manager Suite IRI Data Protector Suite

(> IRI CoSort

Sort, Transform & Report

(™ IRI FieldShield

Pll / PHI Classification & Masking

!y

Speed or replace batch, Bl, ETL, sort, and SQL programs

e Filter, join, aggregate, pivot, cleanse, lookup, calc, etc.

e Map, migrate, federate, and replicate data from 150 sources
e Segment data, capture changes, report details / summaries
® Analyze changing dimensions, support complex transforms

Comply with privacy laws, nullify breaches, govern data

® Search, profile, and classify sensitive data in DBs and files

® Encrypt, hash, redact, pseudonymize, randomize, tokenize

® Apply cross-table rules to save time and referential integrity
® Create an XML audit log of each job to verify compliance

S IRl Voracity

An Insatiable Appetite for Data

i

(® IRI CellShield

Pl / PHI Search & Mask in Excel

(O IRI FACT

Fast Extract for DBs

Speed RDBMS unloads for archival, migration, reorg, and ETL

Profile and de-identify PAN/PHI/PIl in Excel spreadsheets

e Extract tables to flat files in parallel using SQL queries e Define or use patterns to search for sensitive data

e Convert and re-format to change data types and layouts
® Create the data definitions for IRI software and DB loads
® Pipe to CoSort and DB loaders for faster reorg and ETL

® |ocate, report, and open all found ranges in the LAN
® Click to encrypt, mask, or pseudonymize data directly
® Auto-log protections to verify privacy law compliance

(A IRI RowGen

Smart Test Data Generation

(5 IRI NextForm s

Data, File & Database Migration

Consolidate tools and tasks to process, protect, prototype, present

Unlock data and move between apps, DBs, and platforms

® Convert, federate, remap, and replicate legacy data

e Migrate data between databases and create new tables
® Change file formats, data types, and endian conditions
® Find, extract, and structure data in dark data documents

Prototype DBs and ETL, stress-test, outsource, benchmark

® Use real data models and formats, not production data

e Combine generation and selection, create new formats

® Preserve referential integrity and frequency distributions
® Feed test DBs, files, and custom reports simultaneously

e Discover, define, and manage data in legacy and new sources

e Combine data integration, migration, governance, and analytics
® Exploit CoSort and Hadoop engines for optimum throughput

e |everage Eclipse familiarity, functionality, and extensibility

(™ IRl Chakra Max

DB Firewall & Dynamic Data Masking

CELEBRATING © 2018, Innovative Routines International (IRI), Inc. All Rights Reserved. Define, monitor, block, and audit DB activity using RBAC
) YEARS Cu&iort. v?“jtﬁ h.;‘exé.‘—{umr. Fue;'lshiei':}. CSFSH;’:M. andfr'{ vGEl;] n;{'e r'eﬁ;islwren‘ ° High—volume. data-centric audit and protection (DCAP)
zl S trademarks of IRI. FACT is a trademark of DataStreams Corp. Chakra Max is a . N .
] [ ] -
. () ] 8 trademark of WareValley Co. Ltd. Other product, brand, or company names Monitor, block, alert, and log users in real-time

® |ow-impact on DB performance and availability
e Scan for, and dynamically mask, sensitive data
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Sources
@Big Data
cloudera 3
R A
Hortonworks SP0f
Pivotal. EXFiaNA W)nerezza

Call Detail Records
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C) Cloud & SaaS
amazon, == Microsoft Azure
watl]
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Databases
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P
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Files & Pipes

COBOL, CsV, LDIF, LS-RS-VS,
MFVL, Text, VB, Vision, XML

Mainframe
Adabas, Datacom, IDMS, IM3,
ISAM, Pick, Unidata, VSAM, etc.

@ Semi & Unstructured
TEEDREE

4 Other Sources
— Custom Apps, ETL/ELT Tools,
Packaged Apps, Web Logs

Lifk]
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Farinorhior
s Safturare
Partner |

SARINER

Novell

Business
Partner

DISCOVER

Data Classification
Dark Data Search
DB & File Profiling
ER Diagramming
Metadata Definition
Metadata Forensics
Multi-Method Search

INTEGRATE

Slowly Changing Dimensions
Public/Private Mashups

MIGRATE

Incremental Replication
Data & File Types

Change Data Capture Endianness
Fast DB Un/Load Databases
Data Federation JCL Sorts
One-Pass ETL ETL Jobs
GOVERN (7 |RI Voracity = ANALYZE
s An Insatiable Appetite far Data
Data Quality Embedded BI
Data Masking Cloud Dashboard
Data Lineage Data Preparation
Data Reconciliation Predictive Analytics
Test Data Generation BIRT & Splunk Feeds

Metadata Management Clickstream Analytics

DESIGN

Wizards with Rules
Graphical Dialogs
Secripts with Outlines
Worliflow Palettes
Mapping Diagrams
Metadata Form Editors
ADS Mapping Manager

DEPLOY

CoSort CLI/API (SMP)
MapReduce (Grid)
Spark (In-Memory)
Storm {Streaming)
Tez (Batch)
Java, Kafka, 5QL
Eclipse & Other Job Launchers

Business Partner

0}

il 247

2 hours T days infegrated ICT solution
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Qlik @) @ splunk> @Spotfire
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Q Cloud & SaasS

amazon ggg Microsolt Azure

salesforce
HubSpt Marketa eloqua

Custom Reports
Detail & summary reports

Databases

ORACLE ™ TenanaTa
o i s

.mongoDB ~ SQLServer [Easki

SYBASE DRATASTAX" ALrimass

Files & Pipes

- COBOL, CSV, LDIF, LS-RS-VS,
MFVL, Text, VB, Vision, XML

Other Targets

Custom Apps, Data & SpreadMarts,
ETL/ELT Tools, Federated Views,
Packaged Apps, Test Suites
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= IRI FieldShield

Pll / PHI Classification & Masking

IRI Data Protector Suite



IR| FieldShield

What FieldShield Does

e Connect and interact with multiple source and target repositories, on-prem or cloud
e Discover and classify sensitive data in DB, flat-file, and dark-data sources

e Secure fields with PII, PHI, etc. via 12 built-in masking function categories

e Address multiple protections and recipients in one job script, one I/O

e Apply protection rules across tables and preserve referential integrity

e Support conditional security, i.e. based on patterns, values, or ranges

e Specify protections and layouts in Eclipse GUI and portable 4GL job scripts

e Integrate with DB apps via ODBC and .NET and Java SDK for dynamic data masking
e Retain data realism (e.g. FPE and pseudonyms) for testing and outsourcing

e Operate concurrently in big data EGL, migration, sub-setting, and Bl/analytic jobs
e Log job and system runtime detail to an XML audit file to verify compliance

e Within Voracity, support streaming input and Hadoop execution paradigms

CIRI
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FieldShield Data Sources (Native)

Acucobol Vision Delimited MaxDB SQL Server
Altibase (FACT) Derby (WB) Mongo (WB) SQLite
ASN.1 TAP3 ESDS MF-ISAM Sybase ASA/E & 1Q
BIRT DB (WB) Excel (WB) WEF Var. Length Tibero (WB)
BIRT Hive (WB) ELF web logs MySQL Teradata (WB)
BIRT JDBC (WB) Fixed Oracle Text
BIRT POJO (WB) Heap / print Outlook (WB) UTF-8 & 16
C-ISAM HSQLDB (WB) PDF (WB) Variable Block
CLF web logs IDX 3,4 & 8 PostgreSQL Variable Sequential
CSV Informix Powerpoint (WB) VSAM MVS (UniKix)
DB2 (UDB) Ingres Record Sequential  Web Services (WB)
DB2 for i5/0S (WB) LDIF RTF (WB) Word (WB)
DB2 for z/OS (WB) Line Sequential SQL Anywhere XML

FACT: requires IRI Fast Extract (FACT)
WB: requires IRl Workbench, the free Eclipse GUI for FieldShield, eftc.

CIRI
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FieldShield Data Sources (Legacy)

Access

Adabas
Advanced Pick
ALLBASE
Alpha5
Amazon RDS
Azure
BizTalk
Cache
Clipper
Codasyl
CorVision
ConceptBase

D-ISAM

D3

Datacom
Dataflex
Db4o
dBase
Desktop Adapter
DL/

DSM
Enscribe
Enterprise Adapter
FileMaker
Firebird
Focus

FoxPro

GA-Power 95, R91

Gemstone
GENESIS
Gigabase
H2
IDMS
IDS
Image
IMS

Interbase

Intersystems

ISM

Jasmine

JBase

K-ISAM

Knowledgeman

KSDS
Lotus
Manman
Mentor / pro
MO
Model 204
Mumps
MyBase
Netezza
NonStop SQL
ObjectStore

Paradox

Pathway

PDS
PervasiveSQL
Pick/Pick64+
PI1-Open
Powerflex
Powerhouse
Progress
QueryObject
rBase
R83
Rdb
REALITY

Red Brick

RMS

Reality/X
RRDS
SAP HANA
Sequoia
Sharebase
Supra
Terracotta
Total
Ultimate
UltPlus
Unidata
Universe

VSAM VSE

CIRI
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FieldShield Data Sources (Modern)

Amazon EMR Hive
Apache Cassandra
Apache Hadoop Hive
Cloudera CDH Hive
Cloudera Impala

Database.com

FinancialForce
Force.com apps
Hortonworks Hive
Hubspot
Lightning Connect

MapR Hive

Marketo
MongoDB
MS Dynamics CRM
MS SQL Azure
Oracle Eloqua

Oracle Service Cloud

Pivotal Greenplum
Pivotal HD Hive
Salesforce.com

ServiceMAX
Spark SQL

Veeva CRM

CIRI
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IR| FieldShield

Sensitive Data Discovery - Multiple Wizards

FieldShield (and all IRI software) includes PII discovery capability, which includes
cross-source data identification and classification, string (literal or dictionary), pattern, and
fuzzy-logic searches, statistical reporting, and automatic metadata creation. Fit-for-purpose

GUI wizards deliver:

e DB and file classification, with rule

matcher libraries

e DB profiling and E-R diagramming
e Dark data discovery and structuring,

with metadata reporting

e Flat-file statistical and value searching

e Structured data metadata discovery and
definition

CIRI

Total Data Management



IR| FieldShield

Static Data Masking Functions (1-3 of 12)

De- & Re-ldentification

@ somw  Encryption & Decryption

Mew Protection Field Rule Wizard Selection De-identity or Re-identify Function (@ e arcions |
(| Create a de-identification or re-identification field. Encryption and Decryption Functions gﬁ
€3 A rule wizard must be selected. it e o i o, D e e TS s o f
Derived field name:  IDEMT_buys.Client Expreszion:  dec_fp_ses?56_alphanum_ssHLIYS CLIENT, *pass’) o
Function type: @ De-identify () Re-identify {ocnpton smd Decryption Functon: v L:";E:'{”'m'w"""“' Ol
3 dec_Ides sbfieid passphasse) - i
F | E- P rotection HU | g5 Field name: buys.Client - ::;ﬁﬂ;ﬂd_p‘nph;ﬂlml
2 . . ———— des_ses2 % ase] The pessphease can be s sring, envionment varisble, or a reference to a file name
¥=2 Assignment Expression Builder oy 1234 e s g |
£} De-identify or Re-identify Function e -
= . : = des_gogfeld byl pethi Passphrase  pass| | Browse
& Encoding or Decoding Functions e sl b .
T - - | Y o)
|d"* Encq.-rptmn or F}ecr}fptlon Functions | ° For ASCII data e
4 Hashing Functions L cor B s
¥ 3 ®
&2 Masking Function €SS secure

4% Pseudonym Replacement e Reversible
%@ Random Value Generation

Jx String Manipulation Functions

i

Cancel

Encoding & Decoding
3DES EBC & SSL

AES-128 & -256 CBC
AES-256 Format-Preserving
GPG (PGP-compatible)
FIPS-compliant OpenSSL
Custom

R wEEe)
Library location: ’Fie!dShiEEdEmmpia GRS

Populate argurments a5 specified in the instrisctions. Optisnal arguenents are in brackets. The green check mark 5%"_‘
appears when values are valid,
\-

Library name: | iriLibrary.fieldrules Expeesion:decad base{BUYS.CLEAT) /

Encading and Decoding Fumctions | Fumction name: decode basebd
| Decodes base 64 value 1o ttring equivalest

Rule name: En crypticnRule

decode_basefd_silfekd)
decode_hesifieid]
encode_baseidifield)
encode_baseid_ssiifuld)
entode_hexfied)

[] Overwrite existing rule with same name as above

Sourcenames  BUYS.CLENT

e Converts binary to ASCII
e Supports base64 & hex

@ [ <Back | et e Reversible @’R'

Total Data Management




Static Data Masking Functions (4-6 of 12

Pseudonymization

Character Masking

Randomization

- — N
[ Pseudanym Replacement E@M

Pseudonym Replacement Field Rule fn"

Create a pseudonym field that will use values in a set file as substitutes for the AJ
original field's values.

Masking Function
Replaces a range of characters in the required source field with a replacement m

character.

Pseudonymize field: -S{F[ELDNAME}

1@ Use provided pseudonym list (non-recoverable)

Name optionsPseudoSetPage_grpPseudaFiles=Pseudonym Files

Name type:  First -
Sex: Male -
Order | Firstand Last vl

Default pseudonym list file:  CAIRNCoSort954sets\names\names_male_first.set

["] Use enly unique names from pseudenym list

(Blanks inserted when # of records is greater than # of unique names)

(7 Use your own pseudonym list (non-recoverable)

User pseudonym list

Pseudaorym list file: i | Browse... |

Use original field as a look-up into pseudonym list
(@ Use random draw from pseudonym list

] Use only unigue narnes from pseudorym list

(Blanks inserted when # of records is greaterthan # of unigue names)

@ <Back | MNea> [ Fnish ][ Cancel

Source field: S{FIELDNAME} -

(@) Use predefined masks
Predefined Masks
Mask Example: {0}123456789 =» ==

Mask: | Whele Field -

() Define mask
Arguments
Idask character (¥ by default): | |
Start pasition: | | | Addtotable |

Length: | |

Type Value

@ [ <Back | wets | Finish | [ Cancel

Provides realistic names
Reversible lookup values
e Non-reversible selection

e Partial/full-field masking
e Conditional omission
e Non-reversible

-
m Random Value Generation

Random Value Generation o"
Randomly generate a new value for this field. E

Derived field name:  RAND_S{FIELDNAME}

(@ Generate random value

Random value options

Random Min Size: 0

Random Max Size: 0

() Random selection from a set file

Set file

il [ [ —
File: | | | Browse.. |

e Random data generation
Random data selection

Non-reversible
CIRI

Total Data Management



Static Data Masking Functions (7-12 of 12)

Hashing Expressions String Manipulations

[0 Hashing Funcrions <! (@0 Assianment Expression oui =y
Hashing Functions =4 | Expreseion Builder %%_‘ String Mamipulstion Functions =J§§.
> Lield fiahds, and a green chieck mark S ey Erck i t }
Popul specified in Optione arguments are in beackets. The ) [t A ERprEsion Sl < = il == Populate: spacificd inthe Optiaral The groen chack mark 8r*_'
i = ’ appems when v are valid,
green check mark appears vhen values are valid. N
1 Expression =
T i Espressiore  format_stringsD) L
Expression:  hash_sha? (S(FIELDMAMEL 7 4 randaming -
Siring Manipulation Functi -
[Fiingrundtions____v] Function name: s thal B il oo i e
; T = 25-hit hash funchion that returns o 44 byt hash value. it a5 speciied in
hash shalfield)
| hash_chal_ssiifield)
n sfiekd replace)
non_ashaZs(fisld replace)
non_asc_keeZs Ml replace)
! el repiace]
" ieh Farmat sring:
_— bie_let2a(Fic, replace) i . -
Source name: S{FIELDNANE] - g . nen_prinsfield,replace] [Fields er stringsl: - S{FIELDPIAME] - Iﬁa_n_]
Relational Operators PPEtY) = 1eplace charsifiaid string st kegth, )
String Functions fb‘; sub_stringfield vehael valueZ) Tyoe Value
Inin, tedowerifieid)
lengthin) toprapenild)
legla teupper(fied]
leglif=) trim{field type)
madisy] frim Jeiiie )
Ewmg trim_righttfield)
sinlz]
sinhix) :
sqrti]
tanix)
tanhix i
@ [sBak )| HMet- | Finish [ Cancel | @ [osBagk [ Mear | [ Finsh ][ Concel ]

e SHA-1 & 2 cryptographic e Mathematical operations e Find, replace, and add
e Returns hash of fieldstring e PCRE logic e Reposition and trim
e Use for integrity checking e Custom blurring e Use INSTR information

#10 Hashing #11 Tokenization #12 Custom Function

Target layout declaration with or DB-value substitute for PCI DSS User’s field-level call

without selection logic
CIRI

Total Data Management



Mongo Masked

Filte Edit Mavigate Search

Project Run  Window Help

OB E TG 8 R A

T T R P

|D:uickAcce55

g

BRI

[ Project Explorer 53 Bg® Y=08
a Mongo
=4 Project Dependencies
= metadata

4 [= new_batch
& & MYDE_CUSTOMERS fcl
i+ M new_batch_ODBCTo.sourcetargetdate
new_batch.bat
[ m new_batch.flow
[» [ script
4 B iriLibrary fieldrules
4 ¥ Field Rule Library iriLibrary
i # Field Rule MaskingRule
[ representations.aird
[ == Project

% Data Source Explorer &2 = 5
esEemd B ~
£4 Mongo Progress (MangoDB v. 3.0.6) ~
a [] mydb
= 3 Authorization IDs
4 [ Schemas [Filtered]
a 2% MYDB
& [0 Dependencies
b [ Stored Procedures
4 7] Tables
= ] CUSTOMERS
= [ CUSTOMERS MASK
> ] RESTAURANTS
[ RESTAURANTS_ADDRESS
[ RESTAURANTS_ADDRESS
= [ RESTAURAMNTS_GRADES
[»

[ RESTAURANTS_GRADES_M w
< 2>

ke

# = dow Help
+ Cresvad: Jaors-r0-27 12 A SIS S S S S e e
# -
| E3 cUSTOMERS 2 " Eom an
= fINFILE="MyDB.CUSTOMERS;!
JALTASMYDE CUSTOMER! PHONE [VARCHAR(M000)] _ID [VARCHAR(24)] 1D [VARCHAR(D00)]  STATE [VARCHAR(D00]]
::Pnoc 55=0DBC 3514532145 5630BC2D259018... OHIO
e =Ef;‘gt'f;v§::§; 0654125803 85460 MAINE
seteLh-(To, TvPE-asc 9641258637 95364 GEORGIA
JFIEUP=(STATE, TYPE=f 2156354788 15634 CALIFORNIA
JFIEUD=(NAME, TYPE=A! 3216874517 85475 IDAHO
- 5126087456 5630BC2D250D18... 45214 TEXAS
4582147965 5630BC2D250D18... 32567 NEVADA
= fOUTFILEE"MYDE . CUSTOMERS, 2145806732 5630BC2D250D18... 14563 NEW YORK
; :z Efixzcm&n 5412395475 5630BC2D259D18.. 25469 WASHINGTON
/FTRLD=( 1D, TYPE-AS( 5214596324 5630BC2E250D18... 45625 COLORADO
JFI LD=(:IDJ TYPE=ASC <NEW oW >
JFIFLD=(STATE, TYPE=/
/F LD=(NAHE, TYPE=ASCII, POSITION=5S, SEP‘ARATOR="|", EXT_FIELD="MAME")
| B CUSTOMERS. MASK i3
PHONE [VARCHAR4000)] 1D [VARCHAR(24)] 1D [VARCHAR(000)] STATE [VARCHAR(000)]  NAME [VARCHAR(000)]
[...] 5630BC2D259D18... 12409 OHIO REID
gpgr 5630BC2D259D18.., 85460 MAINE CHARLES
QR 5630BC2D259D18... 95364 GEORGIA FOSTER
2y g 5630BC2D259D18... 15634 CALIFORNIA TIM
EP) ke 5630BC2D259D18... 85475 IDAHO FRANK
5 2w 5630BC2D250D18... 45214 TEXAS BOB
45gre 5630BC2D250D18... 32567 NEVADA DAVID
2] s 5630BC2D250D18... 14563 NEW YORK ISABELLE
R 5630BC2D259018... 25469 WASHINGTON PAUL
E e 5630BC2E258D18... 45625 COLORADO RON

G

=

unmaske

MNAME [VARCHAR(4000)]

REID
CHARLES
FOSTER
TIM
FRAMK
BOB
DAVID
ISABELLE
PAUL
RON

Writable

Insert

215



Masking et al in Hadoop, Too

i IR Development - platformy/resource/Hadoop/representations.aird/ Transform Mapping Diagram - IRl Workbench. - =IEN
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i i Section Options Action Key W e whirs GEDEREQD = -
Create, manage, and run configurations ; - | e ta: Predction
[ Process DELMTED | = NANE B .
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v i
+1 chiefsMaskComy (2 Y Ae UL RIED O s
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1\ decaes256 < EG[)HJ:
i1 decfpaes256alph Engines v | :
£ .:} decfpaes236ascii (®) Map Reduce 2 | !&'47:
1 delim Spark
El Conse .i: A ) Spar =T
2 ¥ a fml S () Spark Stream 2 =
[+ ) delimTab S
. ty ) Storm
' encaes2ib = = iR o s e e
+! encfpaes25Balph OTe dified - il e Mame Size  Modified
- I";: Encfpaes25Bascii . 16206 14 52:37 " e —:::ﬂ:l ;10 a_ﬂc [ femnale_personal_info_encrypted AN HNE 075500
Bl ¥ : i ] _indo_e {
. e 16 [reranaintermationt T 7 W e e @ male_personal info_enciypted HAT/2016.07:5929
o 5 e precison. sl TRE 109112006 14:17:35 3 chiefz et IKE  11716/3016 155055
4 [z muntime-2il_dip (11} o - P &= female_ personal_info_sncrypted G .
5 = metadata (6) ersﬂm TKE 1V21,2006 1000326 b java persanal rm-ﬂ!nn TKB 111672016 15:48:21
@ Chiefs (33) prices TEE T1A112006 14:11:18 " b lib personalinformation? 1EB 1142173016 102054
> i Dark 8] v |% 3 = male_personal_info_sncrypted w. |  purchees TKE 11162016 15:23:50
«1 Dataviewsr & BE g T 0 | oL Datavewsr i Fad=n
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FHARTAAE v AR wARTIRS, | 0, ESMERSYTERVEC, Harla Sheldon w




IRl Dynamic Data Masking Options

Method Operation

ODBC Select / Update Apply protections with precision to any given column value(s) in qualifying row(s)
DB App Invocation Use .NET or Java SDK library functions or system-call job scripts on the fly
In-Situ Redaction User and SQL-specific full and partial column masking on query (Chakra Max)
Custom I/O Procedures  Drive real-time application data directly to/from FieldShield jobs in memory

Real-Time Processing Hadoop Spark and Storm processing of dynamic input streams in Voracity

Encryption Key Management Options

Passphrase (key string) embedded in script

String as environment variable

String in (securable) key file

Multi-factor authentication via Towsend Security Alliance Key Manager

Wb~

CIRI
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Masking Complex XML (via Sonra Flexter pre-parsing, JSON next!)

OrderCreateR0Q)
Retransmissionindicator
Target

Version
SequenceMmbr
TransactionStatusCode
CorrelationlD
TimeStamp )
PrimaryLanglD b =y o e ek
AltLangiD New Field Rule Wizard
AsynchronousAllowedind. .
EchoToken

| Transactionldentifier

Mew Field Rule Wizard Selection
Create cryptography functions.

4 (2 Migration Rules

ref R % Migration Expression Builder

AgentDut'_.rCnde

references

_ i
I derCreateParameter %, Pors Type Coiesdion

o T
PK_Payment Payer_Contacts_Cont,AddressContact_AllGuaranteeInd,AddressContact_Application,AddressContact_ApproxInd, AddressContact_BrowserInd, Addresscon‘cact Bu‘l'ld'ngoom Addresscon‘cact _City

36400000000000000000000000000000001, 2e b ,<c1tycode>FRA</c1tycode>, SDE; S RARD S S ,rames?‘b@]rtechno'log'les s e ST S s e + 3133 1 s 3640000000000
36400000000000000010000000000000001, ,,,, ,FRA, ,DE,,,,,14201,,,,,, ,ramesh@jrtechnologies.com, ,,, sy Masssssssasssassass Aratrriraiaaaaaaaaaaaaaaraaiiiaas ,3640000000000000001000000000000000
36400000000000000020000000000000001 , , , , , ,<CityCode>FRA</CityCode>, ,DE,,,,,14201,,,,, ramesh@jrtechnologies. Com, ,,, 55 | ssssssssssssssssaaaasssssssssanaassssssssssssssssaaas, 3040000000000
36400000000000000030000000000000001, ,,,, ,<CityCode>FRA</CityCode>, ,DE,,,,,14201,,,,,,ramesh@jrtechnologies. Com, ,,,, . " asssasaransssaaassrasaaasssaasssaaassssasssssssssssass 3040000000000

From directory:  \\WBOXSVR\iri - ¥=2 Assignment Expression Builder

':_& De-identify or Re-identify Function

F] = i | Contact_AddressContact_Streed5.csv.comb #
) = = = m Encoding or Decndlng Functions
[ [ metadata l#| Contact_AddressContact_Streed5.cev.sc ;}“Encr].rptmn or Decryption " r—
b [0 & nd2 \#| Contact_AddressContact_Streedf.csv.comb B T A T =
= Hashing Functicns
| Contact_AddressContact_Streedf.csv.scl 85 Fiasking Funch
3 dEKIN UnCtion
| Contact_PhoneContact_Numberd5.csv.com e g
: Pzeudonym Replacement
\#| Contact_PhoneContact_Mumberd5.csv.scl A Y P
J/INFILE=../out/Passenger_Contacts_Contactl.csv = H
VeRocEsLcav . 5@ Randorm Value Generation
/SPE(} /metadata/Passenger_Contacts_Contactl.csv.ddf i : . :
POORT s SR 2 fx String Manipulation Functions
| /OUTFILE=stdout B
" /PROCESS=record o L L
# /FILE=/mapr/prd.hw.sonra.io/user /mapr/flexter_test/out/Passenger_cor —'3 26 1 R "J“””ETE"gE"ch”-'-'-'-'-'-'-”J'
/LENGTH=0 s = 1 Lasssrsssasasassasss T UTEEE EPEERTAERY Ftssssssx saxsssrsss
fFIELD—EPﬁPassenger con%_lacts Contactd POSITION=1i SEPAF{-\TOR='='i TYPE=t 25 36 1 e | F L R L i D R T
. FIELD=(AddressContact_AllGuaranteeInd, POSITION=2, SEPARATOR=',', TYPE= -
Filter Types... l ’ SEFEd/FIELEL(AddrESsCmTta[t_AppT‘\(at‘mn POSITION=3, SEPARATOR=',’, TYPE=ASC] = =0 R e T bt EEEEEEEEEEEET
/FIELD=(AddressContact_ApproxInd, POSITION=4, SEPARATOR oy : TYPE=ASCII, = E 3333333333333 385333 3 3333333 33FIINILD
| /FIELD=(Addresscontact_| Esrnwserlnd, POSITION=' 5, SEPARATO , s TYPE=ASCI1 28 36 i R, -, BB, g nin s g S A B R A >
—— JEtiha-Calaress: Biee ick oyl BIThion, sosiiiieg, StRmsiie, o IPE-R o 3 3333333333333 3333333 3333333333 3EMETEENCY 4553353233
/FIELD=(Addresscontact_cityname, POSITION=7, SEPARATOR=',', TYPE=ASCII) . e o 9 56 6 6 6
Into folder:  flexterla /FIEL%(AddrESscom‘.act “Countrycod_refs, POSITION=S, SEPARATUR— TYPE= = 2232332333223 2333 = 2333333 3xsrrrsaia
/FIELD=(Addresscontact_countryCode, POSITION=9, SEPARATUR— , TYPE=ASCl1 31 3 33333333 0E3 333513282, 30333 sa32333 3333333333333 333333333332323
‘/FIELD—(Addresscwzact “County, POSITION=10, SEPARATOR=',', TYPE=ASCII) 32 36 2r223252220503252323 2525058 2532323935 EMECERNCY s 0000003022
2 /FIELD-(AddressContact_DisclosureInd, POSITION-11, SEPARATOR-' o TYPE=L 55 254 2 e
Optlt}r‘l; /FIELD=(AddressContact_ExemptAllInd, POSITION=12, SEPARATOR=',', TYPE=A: _ e e S R L L
|/FTELD—(AddressContact _PO_Box, POSTTION-13, SEPARATOR-',', TYPELASCTT)
/FTELD—(AddressContact_PostalCode, POSTTION-14, SEPARATOR.',, | TYPE=ASCIT)
FTELD—(AddressContact_RefundallTnd, POSTTION-15, SEPARATOR=", ', TYPE=ASCIT
/| Orvenwrite existing resour (add fundallind )
| /FIELD=(Addresscontact_stateProv, POSITION=16, SEPARATGR— ', TYPE=ASCII)
/FIELD=(addresscontact_refs, POSITION=17, SEPARATOR=',’, TYPE—ASCII) )
D Create tUP'|E\-‘E| folder /FIELD=(AdGrssCNtct_Cntr_ObjcTMTRrncs, POSITION=18, SEFARAIUR— ., TYPE=ASCII) \ , ,(
L e Sy — k .
/FIEL%EMAS}LEmai_Icontactjggress=reg'l ace_ _‘chars(ﬁmaﬂ lcont_lactjddresza LT PgsITIOy—ZU SEPARATOR=" TYE=ASCII) N
- FIELD=(MASK_EmailContact_Address_refs=replace_chars(Emailcontact_address_refs . POSITION=21, ',', TYPE=ASCII
hne /FIELD=(MASK_EmailContact_application=re| ?ace _chars (Emailcontact_aApplication,”*"), POSITION=: 22, SEPARATOR=", " » TYPE=ASCII) Total Data Management
FIELD=(MASK_EmailContact_refs=replace_chars(EmailContact_refs POSITIGN 23, SEPARATOR=" TYPE:ASCII)




Audit Log Management

B8 oemu (s200)

[=] X

o |vurtex.iri.cum:52I]I]| II

umxﬂﬁ-0¢m

File

Edit MNavigate Search Project Run  Desi

) To e e
%

ign  Window Help

o - EAEZM~-FP~-¢ - B-9V~-B-h~%~ B~ Qi -Frm b | Pt Quick Access ﬁ|§0|}:‘
|.—|‘!‘_‘| Project Expime[ 23 = g:;'; =T e = O
E[b map_| namel.set 3 = '. FSlegxml o %] FSlogaml 33\'\___ 3
!’_ﬂ name_match.zcl 3 1<?xml wversion="1.8" encoding="UTF-8" standalone="yes"?> - W M =
= d3 & ¥ =
5 passwor 2 <AuditTrails A= P
Eﬂ patient_dec.scl 2 3 ¢AuditRecord: - Node Content S
| patient_enc.scl 33 4 <Product>CoSort</Product> VersionTa R95140416-1006
e} patient_ d /Prod & g 2
¥y patient_record.ddf 2 E‘:EPS%OH;B‘SE‘:;i‘:;;;iO;;gB IversionT [e] Serial 99999.derno |=‘
5 <MersionTag> - </VersionTag> : : 3
[ Fs-Tables.5QL10 7 <Serial»00o00. democ/Serials [e] OperatingSystem Windows 7 -
G& Motes.html 10 § <OperatingSystem>Windows 7</OperatingSystem> [8] User IRIDEMO
|5 patient_record.data 3 9 <User>IRIDEMO</Users [e] Processld 3732
iy pr_metadata.ddf 10 Fi 12 <ProcessId»1396</ProcessId> [E] Terminal conscle
b Ie:ﬁ Flow 66 repo 11 <Terminal>console</Terminal> [€] Program sortcl
= CL SORT C 55 12 <Program:sortcl</Program> c d ; T |
P kg o b : r§p0 13 <Command>/spec=patient_enc.scl </Command> [l umman G E DI el k
= E:E Na‘tForm_Data_Mlgratmn 52 repa 14 ¢StartTime»2814-82-28 13 :31:49(J'Stal‘tTZi.ITIE} E StartTime 2014-09-08 05:22:16 r
[+ 12§ MextForm_DB_Migration 2 repo 15 <EndTime>2@14-82-28 13:31:54</EndTime> [e] EndTime 2014-09-09 05:22:17 -
I+ 125 MextForm_Multi_Table_Migration 21 rep| = 16 <RunTime>8@:88:85</RunTimes> [e] RunTime 00:00:01
b Iz:cé Offline_DB_Reorg 77 repo 17 <ReturnCode>@</ReturnCode> [€] ReturnCode 0 E
) s 18 <ErrorMessagernormal return</ErrorMessage> =
s [,gg RowGen_Test DB _Data 45 repo 16 FRecordiProtes st S04 R ords Prot seamds [e] ErrorMessage normal return
-5 RowGen_Test_File_Data 69 < m | ¢
I+ Tz RowGen_Test_File_Data 89 repo 22 <Scripts =:
v A
i lag SCD 82 repo F b De5|gn‘Source| =
[ L':ﬁ Telecom 78 repo = E
I+ 1§ z5chema 12 repo ~| B Console|E‘; Problems i = Properties 23 -\.x_ﬁ SQL F‘.esults]-{é Scheduler a0 )
] I [ : = -
l - | FSlog.xml - FieldShield_Table File/scl R
= [ Data Source Explorer 52 - = O 5 S Vi | |
= y Resource ope L o
= %‘ﬁﬂ\;ﬂﬁ‘_}'ﬂ - 4 Info
4 = Database Connections £ derired false
E BIRT Classic Models 5ample Databa.s editable trie
4 88 Oracle (Oraclev.0.2.0.20 - Productiq = last modified December 21, 2015 at 9:27:50 AM
> 0 XE linked false
4 (= ODA Data Sources — location CAIRI\CoSert95\workbench\workspace\FieldShield_Table_File\scl\FSlog.xm
= Classic Models Inc. Sample Database — FSlogaerml
i Ficel Dals soiice path /FieldShield_Table_File/scl/FSlog.xml
== Flat File Data Source e 45,058 bytes
= Hive Data Source -
3 4| m
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User Profiles

e Vertical industries and governmental agencies storing, processing, or
outsourcing applications with sensitive data, such as:

o Banks o Health Care
o Census/ Tax o Insurance
o Defense o Schools

e Application, DB, and DW users handling sensitive data
e CISOs, compliance teams, consultants, IT managers, and solution architects

CIRI

Total Data Management
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Use Cases

Tesco Bank/RBS UK
o Decrypt and re-encrypt fields in credit card migration and test files
o Generate and manage encryption and user ID keys
o Other projects protect 38,265 records per minute on Windows

Accenture Singapore
o Design and run encryption and masking jobs on Linux servers
o Secure PHI for the Ministry of Health Holdings (MOHH)'s Oracle DB
o Row sequencing and job audits

Medicx Media Solutions USA
o Encryption and hashing functions to Pll and PHI in geo-medical
consumer health databases
o Exceeds HIPAA requirements in provisioning mScores™ data
to digital and direct marketers

CIRI
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Key Differentiators
Developer Support

(@)

(@)

Version controls

Master data definition

Secure key management

Project management (teaming)

SDK supports .NET and Java calls

Source data and metadata discovery

XML job audit logs (for verifying privacy
law compliance)

Price Performance

(@)

(@)

The data-centric security tool with:

=*> The most sources

=» The most protection functions

=*» The most target file formats
Fastest standalone protection software

One-Stop-Shop

Extract, Transform, and Load (ETL)
Data and DB migration

Test data generation

Advanced Bl

Reporting

Ease-of-Use

Familiar Eclipse GUI

Self-documenting 4GL syntax

Easy management and modification
of jobs/metadata

CIRI
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Competitive Advantages

vs. IBM

o

(@]

o

o

FieldShield scripts simpler than Optim
interoperability model and
Javascript options

Seamless integration with more sources

More functions

Lower cost

vs. CA (Grid-Tools)

(@]

O

o

(@]

FieldShield’s CoSort engine is faster than
Grid-Tool’s Fast Data Masking

Tight integration with data profiling, ETL,
data quality, and Bl operations

Multi-target/format options

Lower cost

vs. Informatica

O

FieldShield DDM inclusive with product
(compared to Informatica’s upgrade)

More protection functions

Integration with Eclipse and Excel

Access to 4GL scripts

Lower cost

vs. GRT

O

FieldShield has more masking and
encryption functions

Hash, decode, and pseudonymize
functions

Faster and more extensible in the IRI
Workbench IDE

Lower cost

CIRI

Total Data Management



(5 IRI CellShield

Pll / PHI Search & Mask in Excel

IRI Data Protector Suite



IR CellShield

What CellShield Does

e Discover, report, and mask PIlI and perform audit actions in Excel 2010 & 2013
e Search & secure spreadsheets (and other dark data) throughout a LAN

e Provide common and allow new search pattern definitions for Pll formats

e Search for strings in a dictionary, and find/fix Pl floating in cells

e Support reuse and sharing of patterns in project or cloud repositories

e Generate a report of all patterns found and open it for action in a worksheet
e Open applicable worksheets and highlight the located ranges for protection
e Click to encrypt, mask, or pseudonymize with supplied functions and options
e Reveal data with the decryption key, or if reversible pseudonym was used

e Overlay results directly into the affected cells or in another worksheet

e Move between or bulk-remediate all identified worksheets and ranges

e Auto-insert protection details into an un-editable audit column in the report

CIRI

Total Data Management



" . New Pattern & |
Ce I I S h I e I d P I I D I Scove ry Create a regular expression pattern .*

Name: EMAIL

The dark data profiling wizard in the IRI Dekesptiine| Emad
Workbench searches network-wide for N VS B 2R
sensitive data in spreadsheets based on
user-specified (plus popular and saved)

Java regular expressions (patterns): gl il
Library Location: m

|
Dark Data Discovery =

Dark Data Discovery i
Data Sources
Specify the parsing patterns and metadata to include in the output.

Specify input data sources.

l Browse Commeoen Patterns...

Search directories: %C:\Users\sharor‘lh\Documents\Data Matcher name: | Search pattern/keyword: ’Emwse...] ’Create,,.] [Vatua Sealch.,.]

| Ch\Users\sharonh\Documents\Data-other =T
‘ |Add totable

Output  Name Pattern
’ . Mames Values: TV IRIV CoSort95 \sets\\names\\names_first_last.set
File type extensions: | [ doc ] docx Flernl [ pef Flppe ] ol |
| EMAIL \bl\w._%6+-1+@[w.-1+\[A-Za-z}{2 A1k
| [ rtf [t [&] xls (7] xlsx [ xml or? |
: PIN_US Wb ([0-9){3}-1?[0-91{2 - 17[0-91{41\b
Bill_Mame Bill

Match Options: | Any Pattern ¥ | Delimiter: | Mumber of results to preview:

Metadata display: |
B Owner Reqularity Linkage Read only Hidden File size Select All

® m Date created Date modified Date accessed [V] Starting byte Ending byte File path

@ <Back | Net> || Fnish [ Cancel |

Total Data Managemet
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CellShield Reporting

The report produced by the profiling wizard opens in a dynamic worksheet
supported by an action dialog for protection and auditing activities

HH9-®-|= SearchOutput.eif - Microsoft Excel non-commercial use
“ Haome Insert Page Layout Farmulas Data Review View Developer CellShield Team

- — oo

I/ ﬁ\ E*-, BobEY i ]
| 1

L F E S =] e fiic

AP

Help About Import Mask Encrypt & Pseudonymize
Guide CellShield EIF File Redact Dlecrypt~ & Restore -
Help Data Selection Data Protection
| B2 - 5 ! C:\Users\rpekarch\Documents\Testing Documents for DDD\MamesMHSNL. xlsx
[ a ] B | c D E _ F
1 Include File File Path File Name Sheet Mame Pattern Name(s) Pattern
3 I |C:\Users\rpekarch\Documents\Testing Documents for DDD\NamesNHSNLxlsx  INamesNHSNL.xlsx Sheetl NHS_Mumber  \b[0-31{3N\s[0-9]{3}\s[0-9]{4\b
3 C:\Users\rpekarch\Documents\Testing Documents for DDD\NamesNHSM2.xls NamesMHSN2.xls  Sheetl NHS_Mumber  \b[0-91{3\s[0-9]{3}\s[0-9]{4\b
4 |[v] C:\Users\rpekarch\Documents\Testing Documents for DDD\NamesNHSM3.xIsx ~ NamesNHSN3.xIsx Sheetl NHS_Mumber  \b[0-3]1{31\s[0-9]{3}\s[0-9]{4}\b
5 C:\Users\rpekarch\Documents\Testing Documents for DDD\NamesNHSN4.xls NamesMHSN4.xls  Sheetl NHS_Mumber  \b[0-31{31\s[0-91{3}\s[0-9]{4}\b
6 [v] C:\Users\rpekarch\Documents\Testing Documents for DDD\NamesMHSN5.xlsx ~ MamesMHSN5.xlsx Sheetl NHS_Number  \b[0-9]{3}]\s[0-9]{3}\s[0-9]{4}\b
7 C:\Users\rpekarch\Documents\Testing Documents for DDD\NamesMNINol.xls NamesMINol.xls Sheetl NINo \b{[A-Z]{2\s?[0-9]{2\s?P[0-9]{2]\s7|
2 |[v] C:\Users\rpekarch\Documents\Testing Documents for DDD\MamesNINo2.x1sx NamesMINo2.xlsx Sheetl NINo \b{[A-Z]{2\s?[0-9]{21\s?[0-9]{21\s?|
9 C:\Users\rpekarch\Documents\Testing Documents for DDDY\NamesNINo3.xls NamesMINo3.xls  Sheetl NINo \b{[A-Z]{2\s?[0-9]{2\s7[0-9]{2\s?|
10| C:\Users\rpekarch\Documents\Testing Documents for DDD\NamesNIMNo4.xlsx NamesMINo4.xlsx Sheetl NINo \b{[A-Z]{2\s7[0-9]1{21\s7[0-9]{21\s?|
11 C:\Users\rpekarch\Documents\Testing Documents for DDDY\NamesNIMo5.xls NamesMINo5.xls  Sheetl NINo \b[[A-Z]{2\s?[0-9]{2}\s7[0-9]{21\s?|
12
13 = CellShield Spreadsheet Selector =
14 '
= Interchange File; o Usersi\rpekar\:ﬁ"Dﬁcument.s"\.SearchOuthut..e:rf Browse
17 nlorkbook: _C:'\Users'\rpekarch\Documents\Testing_ Documenrts for DDDWNamesNHSN 1 xdsx
18 | | ShestMame: [Sheet!
L Column: [A | Start Row: |3 ] End Row: 103
21' Mame of Pattern: |NHS_Number | Pattern: |'b[0-9H2}s[0-9H3\s[0-9H4} b
2l =
23 IQ Remediate (protect) all spreadsheets in bulk, or toggle between sheets to protect manually.
25 Bl | [Choos=ketem i 4 Open Selected
26 L B el | | Choose Protection Type W | pedoah o | ,-\
= | : 12 1| il (
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CellShield Protection

Perform point-and-click encryption and decryption, masking (full or partial cell),
or pseudonymization (reversible and nonreversible) of the applicable ranges
within the spreadsheets in the report:

EEH9-C-|= NamesNHSN1.xlsx - Microsoft Excel non-compm==i=tmn =
oo -
Home Insert Page Layout Formulas Data Review View Developer CellShield Team Data Masijedact
e‘ i ‘% o o Select the range of cells to mask and specify the
@ M .1 uii Data Encryption — B : masking character.
Help About Import Mask Encrypt & Pseudonymize : T
Guide CellShield EIF File Redact Decrypt~ & Restore = Select the range of cells to encrypt and specify the Masking Character:
Help Data Selection Data Protection pass phrase needed for decryption. =
e = = @ Wwhle field B
AZ - fe | 174094 8823 Select Encryption Type: [enc_ides_sbe
enc_ses123 — Fartial field £
A B c | D enc_aes256 I
74 559328 7481 |David Davis 4154 Andell Road L enc_fp_aes256_alphanum
75 [143 5526899 | Harri 3652 5h d Circl L R e SRR e .
ason arrson erwood Lircle (®) Send masked data to 2 new spreadsheet
76 |295 9450582 |[Joseph Branham 2784 Junkins Avenue F ) Replace selested range with masked daia
77 |801 322 2705 |Deborah Pryor 2457 DelawareA_venue E (@) Sendencripied dabin @ el spresdshect
78 |313 3709550 |Duane Johnson 4129 Parkway Drive i ) orin el ot rens it srerid i Mask | G
7918378379396 |Brooke Boldt 1745 Hilltop Haven Drive F
80 |182 8018481 |Adolfo Jackson 277 Late Avenue E : & Pseudonymization A
g1 |s09 3008762 |Eddy Webster 4068 Boundary Street ] B | £ '
82 3565839481 |Max Boone 1209 Newton Street < Select Recoversble to save a restore set, or Non-Recoverable
== N = = r to prevent data restoration.
83 1397 645 8619 |Valentin Welch 4814 Emily Renzelli Boulevard Fremont CA 94539
34 5519645426 |Sandra Abad 1857 Steele Street Burr Ridge L 61257
185 [5326826631 |lessie Rosenbaum 463 Loving Acres Road Fort Worth ™ 76161 Feoieelle
26 (945 625 3562 |Charles Sawyer 4065 Polk Street Tucson Az 35705 Non-Recoversble
876144626824 |David Stanley 4014 Cooks Mine Road Albuquerque NM 87108
88 |5510151765 |lanet McCann 2719 Thrash Trail Dallas ™ 75247 gy i
89 |0024336289 |[Charles Russo 42272 Lords Way Yorkville TN 38339
90 (234 343 6843  |Mary Mc % CellShield Spreadsheet Selector =
91 |739 800 8805 |lames Brc
92 |514 3639212 |Melissa Wa o
93 982 340 2310 |David Ma Interchange File: _C:\Users\rpekan:h\Do:umems\SaarchOutput.eif |1 Browse
94 1989 8913517 |Benjamin  Hav \workbook: |C:\Users\mekarch\Documetts'\ Testing Documerts for DDD\MNamesNHSN1 xlsx
95 |425 389 2876  |Larry Har SheetName:  |Sheet!
96 |014 8193595 |lesse Par
97 (7980147553 |Doris Fos Column: |A Start Row: |3 End Row: 103
98 |509 2824506 |iulia GO!  Name of Pattern: | NHS_Number | Pattern: [\b[0-9131s[0-0}{3) s[0-9141 b
99 1440 511 5807 |Dorothy Bie
1001838 726 9387 |Romaine Mc '@: Remediate (protect) all spreadsheets in bulk, or toggle between sheets to protect manually.
101|103 3848018 |Ann Huj
102|541 373 5855 |Debbie Car

== | Choose Pattem ) ected
102|586 098 2345 IFrancis Wi ([ e e 4 Sten oo ’
104 Choose Protection Type v | |
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CellShield Intra-Cell Search & Mask

Feature finds and fixes floating PIl, ad hoc, or en masse

O™ B RS R Intra-Celi Search Blog Dataxisx - Microsoft Excel non-commercial use = =
Home Insert Page Layout Formulas Data Review View Developer CellShield Team & 9 = e £
= = _ I a‘lv\—,ul
n — AEY 3
N E o &
Help About Import Intra-Cell Mask Encrypt & Pseudonymize
Guide Cellshield | EIFFile Search | Redact Decrypt~ & Restore -
Help Data Selection Data Protection
AL (" X ¥ | ct298-06-1001 v
A | B £ D E F G H | J K L M N Q ?
iy oS h - ate CCNumber NationallD Comment =
= ntra-Cell Searc 2
3| N '5277602665938940 797-25-6593 This is a comment with CC# 5277602665938340, and 1D 797-25-6593, which includes duplicate string
3 Select the pattern name or pattern to search for N '4929571838328219 334-49-3880 CC#s 5277602665938940, 4916854731597212, and ID's 841-01-7611, 282-06-3035
4 ot zpectly e nasidng Chardelen, N '5313837037106156 595-26-5830 This is another comment with 1D 797-25-6593, includes duplicate strings in the comments 431685¢
5 " 3 1 34998 69450178004 192-94-7485
6 Name of Pattern: |CREDIT_CARD v 5 '5194532653960861 277-78-7128 282-06-3034
i Pattern: =-\‘-b{'?'t'?l(\flsa%[i}ﬂ}{'l2)P'[D—9K3}}7)}§[?<Maste w '4556522396043724 934-12-8221 Is this a valid ID 934-12-82217
8 I '4‘316854?315‘3?2J.2 405-08-9951 This is a comment with CC# 4916854731557212, 841-01-7611, 282-06-3040
9 Masking Character:|# Match Count :1639589882024?34 522-73-7140 another random 522-73-7140 522-73-7140 522-73-7140
1c '554579229562093? 766-44-5332 1D 797-25-6593, which includes duplicate strings in the comments 4916854731597212, 341-01-7611,
11 () Whole String 355?468?383295?? 1D Missing - should be 844-38-0862
12 Found 68239 matches in the file, '5513646584678766 This is a comment with CC# 5277602665938940, and 1D 797-25-6593, which includes duplicate string
d (®) Partial String '55394-8958‘35‘352?5 225-95-2137 CC#s 5277602665938940, 4916854731597212, and 1D's 841-01-7611, 282-06-3035
14 = e '52351433210?864? 046-04-9061 This is a comment with CC# 5277602665938940, and 1D 797-25-6593, which includes duplicate string
1= _ L Of‘%_ e "1929734443645349 868-40-5544
1€ Ma '4556483411468635 479-15-7966 This is a comment with CC# 5277602665938940, and 1D 797-25-6593, which includes duplicate string
13 "4556275862754114 228-93-4676 This is a comment with CC# 5277602665938340, and 1D 797-25-6593, which includes duplicate string
18 4 '5259818707813236 474-55-4787 282-06-3034
19 Sarah Perez Sacramento CA '51?22203?‘36?0164 055-84-2121 This is a comment with CC# 5277602665938940, and 1D 797-25-6593, which includes duplicate string
20 Kenneth Dolan Savona NY ’5439944787043735 651-55-0282 This is a comment with CC# 5277602665938940, and 1D 797-25-6593, which includes duplicate string
21 Justin Kenney San Antonio T "4929315916943055 329-02-1364 1D 797-25-6593, which includes duplicate strings in the comments 4916854731597212, 841-01-7611,
22 Chris Jones Clancy MT '4532133809760255 568-87-6877 This is a comment with CC# 5277602665938940, and 1D 797-25-6593, which includes duplicate string
23 Maria Siegel Springfield MA 841-01-7611 This is a comment with CC# 5277602665938940, and 1D 797-25-6593, which includes duplicate string
24 James Miraglia Hillsboro OR 3302522835404333 S04-77-5105
25 Beth Cave Boulder co "4916247070135936 282-06-3034 This is a comment with CC# 5277602665938340, and 1D 797-25-6593, which includes duplicate string
26 Herman Pascua Washington Dc "4916210045532181 551-51-5805 no comments
27 Edward Spencer Sacramento CA 316-34-0482 This is a comment with CC# 5277602665938940, and 1D 797-25-6593, which includes duplicate string
28 Bernice Mireles Warner Springs CA "4556458974584484 774-54-4564 This is a comment with CC# 5277602665938940, and 1D 797-25-6593, which includes duplicate string
29 Bruce Hale Solomons MD '5366411880014226 684-71-7035 1D 797-25-6593, which includes duplicate strings in the comments 4916854731597212, 841-01-7611,
30 _(_Zhe_t_'_\(l Almond ’_Hi_'_ttt_ardal_ __MN _’46390006310‘3?79‘3 '906-37-1758 This is a comment with CC# 5277602665938940, and 1D 797-25-6593, which includes duplicate string ™
4 4 » M| Name-City-State-CCHumber-SSN -~ Masked Data - PIN_US ¥J - NN 1l

Edit | Serolllock [ |

| ER O fooe

=
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IR CellShield

CellShield Auditing

An uneditable log entry for the protection applied to each pattern identified in the
report is automatically appended on each action:

ata Review View Developer Cellshield Team o @ o=@ =

I _/_J izgl Sho

@ Protect and Share Workbook

3 Show All Comments e Allow Us
7T | Unprotect Protect Share &
|t Show Ink | Sheet Workbook Workbook Lo Track Changes =
Comments Changes
3:A103 using # for characters 1 to 3, User: tupanu\rpekarch, Time Stamp: 6/16/2015 10:18:44 AM R
F | 6 | w | 1 | 4 ] =
Column Start Row End Row Comment Audit ]
-9]{4M\b A 3 103 IAction: Masked A3:A103 using # for characters 1 to 3, User: tupanu\rpekarch, Time Stamp: 6/16/.
-91{4\b G i 101 Action: Encrypted G1:G101 using enc_fp_aes256_alphanum, User: tupanu\rpekarch, Time Stamp
-9]{4M\b G 1 101
-9l{4}\b G 1 101
-9]{4M\b G 1 101
s7[0-91{2N\s7[0-91{12Ns?P[A-Z]{1\b A 3 103 Action: Encrypted 3:103 using enc_3des_ebc, User: tupanu\rpekarch, Time Stamp: 6/16/2015 10:2
;7[0-91{2N\s?[0-9112M\s?[A-ZIH{1)\b G 1 101 Action: Encrypted 1:101 using enc_3des_ebc, User: tupanu'\rpekarch, Time Stamp: 6/16/2015 10:1
7[0-91{2N\s7[0-91{2Ns?[A-Z1{1\b G 1 101 Action: Encrypted 1:101 using enc_3des_ebc, User: tupanu\rpekarch, Time Stamp: 6/16/2015 10:2
?[0-91{2N\s?[0-91 2R s?[A-ZIH{1)\b G 1 101 Action: Encrypted 1:101 using enc_3des_ebc, User: tupanul\rpekarch, Time Stamp: 6/16/2015 10:2
57[0-91{2N\s7[0-91{2N\s?[A-Z1{1\b G 1 101 Action: Encrypted 1:101 using enc_3des_ebc, User: tupanu\rpekarch, Time Stamp: 6/16/2015 10:2

= CellShield Spreadsheet Selector =
Interchange File: ;_(i;'\u.sers\:rpekard'n\[.)ocumerﬂé\SearcHOLrtput..e.ff Browse
Vierkbosk: |C:\Users\ekareh\Dacuments \Tesing Documerts for DDD\Names/HS N1 xsx

SheetName: | Sheet

Column: [A | Start Row: |3 _ End Row: [103
MName of Pattern: N I-IS._.T-\.Ii.lm.I.Jer 1 Pattern: [n [D—B}{S}\s [.D-.-BHB}.\‘: [D—-Ei}{-i}'.b
&% B e o -
l@ F te (protect) all sp ts in bulk, or toggle between sheets to protect manually.

| Choose Pattem v
Bulk Open Selected
Remediate e = | ‘ : ‘lorkbook ’ ] ((;-\\ I R I
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(7 IRI RowGen

Smart Test Data Generation

IRI Data Protector Suite



IRl RowGen

What RowGen Does

e Create synthetic but realistic random and random-real test data simultaneously

e Improve DB prototypes, application quality, benchmarking, and outsourced operations
e Use standard DB DDL, production file, and custom metadata to define layouts

e Preserve structural and referential integrity of real EDW DBs for testing

e Produce data in any types, structure, volumes, value ranges, and if condition

e Synthesize composite data values and custom (master) data formats

e Generate computationally valid and invalid NID (Codice Fiscale, etc.) SSNs, and CCNs
e Set and graph test data value distributions (linear, normal, random, etc.)

e Apply common attribute rules (like lookups) rules for pattern-matched field names

e Filter, transform, and pre-sort test data while it's being generated

e Write loader metadata and perform direct path loads for test DB populations

e Build test flat-file and custom/structured detail and summary report targets

e Subset and mask databases automatically for test purposes

e Provide SDK functions for generating test data in Java apps and Hadoop

CIRI

Total Data Management



IRl RowGen

Use Existing Data Models and Metadata

| [ Java - IRT Wo-..

File Edit MNavigate Search Project Run Window Help

Build Test Data for:

CoSort
DataStage
DB2
Hadoop

Informatica 2 WLORGANEATIONAI LR Preview RCL
5 MM_EMPLOYEE_EVALUAT
MM_EMPLOYEES MI_DCTA_EVALUATIONS.re) # Generated by RCL Generator -
N (o) S Q L D B S 7 MM_IOB_TYPES Ma_EMPLOYEE_EVALUATI : Generated on:2013-01-25 150046
= MMI_DCTA_EVALUATION MA_EMPLOVEES.rcl i
Oracle 7 MML_EMPLOVEE_EVALUA HOR TYRES.c] # TABLE MIDCTA EVALUATIONS
MMI_EMPLOYEES DM_ORGANIZATIONAL UM # Number of Columns 9
] MMLJOB_TYPES # Referenced By:
OB i :
SQ L Se rver 5 MMI_ORGANIZATIONAL | # ?:E;ng:a::
5 MMM_DCTA_EVALUATION #level
Sybase MMM_ORGANIZATIONAL — #

Teradata
CSVv

] ORDERS @ /FIELD=(DPSID, TYPE=ALPHA_DIGIT, SIZE=9, POSITIOM=1, SEPARATOR="\t", SET : | 5\
XML 7 ORDERS_SORTED N /FIELD= (EE_SEQ, TYPE=NUMERIC, SIZE=4, PRECISION=0, POSITION=2 SEPARATO T

ORGANIZATIONAL UNITS . . | i ,i‘FIELD_(DCTAE_T\‘PE, T‘!Pir_ALPHA_DIGIT, SIZE=10, P?SITION_B, SEP’AR."\'D{.’}R_P -
LDIF 7 REGIONS = -

[T SALARIOS
C O B O L [F] SALGRADE

SOURCEL

FH TARGET1 E|

0. 3 _I @ <Back | Mext > | i Finish ] ’ Cancel ]

B0 R MG @

Bede G-

Uik~

8- w M@ & @E

=

| @] | B

]

-

= MFCMP3

5 MIDCTA_EVALUATIONS
T MIEMPLOYEE_EVALUATI
MI_EMPLOYEES

T MIJOB_TYPES

£ MS_DCTA_EVALUATIONS
5 MS_EMPLOYEE_EVALUATI
I MS_EMPLOYEES
MS_IOB_TYPES
I MS_ORGANIZATIONAL_UI

-

2
—

New DB Test Data Job

Eal= L

Summary

Specify a location for the test data generation files

i
B |

Folder: /CobSortBamples

Browse.,

JINFILE=MI_DCTA_EVALUATIONS.in
JALIAS=MI_DCTA_EVALUATIONS
/PROCESS=RANDOM
SNULL_STR=""

@ MyTwister (Connected)

Total Data Management



DB Subsetting with the Masking Option

RowGen’s subsetting and test data generation wizards facilitate DB and

EDW prototyping. Smaller, referentially-correct copies of larger table

extracts ensure production data is safe and test data is realistic. Masking

secures the sensitive information in them.

REET e =

Table Selection
Select a table to gather subset data from.

Sort

Table:

Connection profile: ’D!acie twister

Expand and select the fields to sort. If you want the rows to be selected randomly, leav

Data Targets

View selected tables and their relations, and name the subset targets.

@

1 Imported by 2 Name:

Original: | QA.SALE FACT v/
OA.SUB_SALE_FACT

New:

list blank. - O S
@owstor . bl
Input Fields: 2 KeyFields: Fe— = I
2 QASALE FACT a W7 Infile "QASALE_FACT:DSN=oratwist;' Add K &= SALE_ID I Review subset data targets. To modify or protect fields, select Target Column Layout. g
QASALE FACT_ONE €y (7 Qutput to flat file with the following sep|
QA.SALE_OUT [ Process ODBC 4.
QA.SALE_RANK_DAT & Alias QA SALE FACT L + (7 Ouifle QASUB SALE FACT. 5 |
- 5 - (®) Output to table | @ Process ODBC
QA.SALE_SUBSET & SALEID @ Outcollect 100
QA.SAMPLE ‘_? SALE DATE Create Key [ Create script for creating new tables 1 & sun |. amed Condition...
QA.SC - Z Haming options & SALEDATE
QA.SCD HISTORY4 DAT o 4 QTY_SOLD Edit Key Unless using a different schema or a fl & QTY_SOLD
T L E name than inputs so the eriginal daf G
QASCD_MASTERI DAT & DEPTID —— el S | L
QA.SCD_MASTERL_OUT < EMP_ID | Ll[:_: | S |’70A |  PROJECT.ID E
QA.SCD_MASTER2_DAT < PROJECTID o g el | & ITEMID
QA.SCD_MASTER2 DAT_OUT () ITEM ID | Down B O Different schema with same table n| & CATEGORY ID
QASCD_MASTER2_OUT v = = ® Brefixall < EMP_SALARY_RANGE ID
A.5CD_MASTER3 DAT » CATEGORY_ID 4 TTEM_PRICE_RANGE ID
OA.3CO_MASTERS AT & EMP_SALARY_RANGE ID Ll Nt 8 LD
= ) oy T, P () Name individually (using schema s @ Process ODBC
QA.SCD_UPDATE E
i «» ITEM_PRICE_RAMNGE_ID (7 CATEGORY_ID
QA.SCD_UPDATE4_OUT — & CATEGORY_NAME i
QASENSITIVE < i | » Riameeniive) SUB. 4 7 Outfile QA.SUB_DEPT_DIM
QASEMSITIVE_MAMES - 3 Process ODEC
QA.SEQDATA Mumber of Rows (Subset Size): Key Options & DT
QASEQDATAL < DEPT_NAME
QA.SEQDATAG 2 10 4 [T Stable 4 7 Outfile QASUB_EMP_DIM
QA.SEQDATAIN Duplicates @) N @ Process 0DBC
. @ & EMPID
o] < EMP_NAME
i 4 7 Outfile QA.SUB_EMP_SALARY_RANGE_DIM
@ Process ODBC -
| @ <Back | Net> | [ Finish Cancel
@ <Back || Net> || Fnsh || Cancel |

3 Imports:

QACATEGORY_DIM

QADEPT DIM

QAEMP_DIM

QAEMP_SALARY_RANGE_DIM
A DIRA

TotoT Data T Tag eI



IRl RowGen

User Profiles

Anyone doing DB testing, app development, stress-testing, or benchmarking, including:

o Developers (programmers)
o DBAs and DW (ETL) architects
o Analysts and consultants

Use Cases

Bank of Montreal

o Generates safe, realistic 20GB Oracles tables with RI for query testing

MasterCard Peru

o Synthesizes PAN and PlIl in files to support OLTP and app testing

Transitive UK

o Simultaneously creates and transforms data to test cross-OS virtualization

CIRI
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IRl RowGen

Key Differentiators

1. Big data generation and population performance

(embedded CoSort pre-sorting engine speeds bulk loads)
2. Synthetic data that’s broader and safer than real data
3. Concurrent test data manipulation and reporting

4. Familiar Eclipse IDE and simple, portable, modifiable test data

generation and auto-built DB loader scripts

5. Metadata compatibility with IRI DM
(and third-party ETL, BI, etc. platforms via AMM/MIMB)

CIRI

Total Data Management



{(" IRl Chakra Max
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IRI Chakra Max

What Chakra Max Does

e High-volume, data-centric audit and protection (DCAP) for 20 different databases
e Monitor, block, alert, and log users and traffic in real-time without impacting
DB performance or availability
e Control DB access and permissible SQL executions by user and rule
e Mask data dynamically with full or partial field value redaction
e Apply policies across multiple DB instances at once
e Pll access logging
e |ISO 27001-compliant activity reporting and log analysis
e Uses a 3-tier Web Application Server (WAS) agent to collect packets between the client

and DB, and it monitors and controls them

CIRI
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IRI Chakra Max

Chakra Max Overview

1) Execute SQL
using query tool

4) Get notification
that the SQL was
blocked based

on policy

5) Propose SQL
execution according
to pre-defined
approval process

10) Receive a
notification that
the proposal was
approved

11) Execute the
approved SQL
using query tool

:I-::lllll.;h*
..*Illlilll

C,
:54_.5.0

7 '5'0

Chakra Max

== DB Session

2} Block SQLs

policy

3) Inform the
SQL need pre-
approval to the
user

6) Extract Apprévai
process using the
proposed mfurn‘&atm n

7) Send the request

wulatmg security "

Query Tool < DB Gateway

=% Chakra Max Session
Max Client < Max Server

Approver ‘
8) The approver(or
delegator) perfurmL‘ the

of Approval to the i approval tasks accu;dmg
approver definedin | | to the process.

the process Pre/Post approval

9) Notify he result of

appraval to the user

~..who proposed .

12) Permit the
execution after
confirming the SQL

was approved

IIIIIII,III* m;r‘_l (=

o

Target Database
. |
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IRI Chakra Max

Real-Time Monitoring & Auditing

wiblanager - chakrascmin@LT

G chakia

T rehy o ST Disccysry
Sezzicn Aler Cliznt Secarty Dashboad

010 1436155 Alert lzalth Check alet” T /03 / 201 14:3es

5 Alert 11zalh Check aleit” (1 /03 / 201G 13:36:55 Alert 1Isalth Check slet” T/ 03/ 201G 143

I Drag a cabime Feacer here ba group by thak coluren

ORACLE 172.16.40.101 1...

Detzhase™ype ke [ratabase Mumber of 521 A, Fesponss Tine
MysUL site £ MybUL 1 /2 1b4U10,.. u u u u u 2. U8
. MssOLServer site A MSSOL Server 172.1... o 1] 1] 0 o 2.DB Connected Secsion 0 session
db Groupky DEZ for iServies (NS/_. site 4 NR? Frr iSeries (N5, n n n n n 2.DR SOL Execution Caunt 1 5QL/sec
@ 6 Tepe A¥0. Hesponse ime u.uul ms
- | ORACLE site A ORALLE 172.16.40, 0 0 [} 0 0 2,08
T ooy ORACLE site A ORACLE 172.16.40.1. 2 0 o ] o 2 DB Sessinn Coint
- Cubrid sile A Cubrid 172.1640.10. 0 o o 0 0 2.06 ik
ORACLE site £ ORACLE 172.16.40,1.- o o o ] o 2,06
UKALLE sie A URALLE 1 /216,40, 1. u u 1 u u Z U8
PostoreSOL site A PostoreSL 172.16.... o 1] 1] ] o 2.DB
roheid site A Fuohrid 172 1R4NIN. n n n n n 2. DR
MSSOL Sarver site A MESQL Server 172 1. o o o o o 2. DB . .
: DEZ for iSeries [0S/, site A DB?2 for iSeries {05/ .- 1} 0 o 0 1} 2. DB NETEE ACE575 AR5 =
I_fgﬁ:':;m'; j MSSQLScrver sitc A MSSOL Scrver 172.1.. 7 0 0 0 0 2.08
Sybase ASC site A Sybase ASL 172.16..., 1] o 1] 0 1] 2,00 SOL Count
MSSQL Scrver sile A MSSQL Serrer 1726 11 o [ 0 o 2,06 1
P2 1640160 ppymip site & PMySUL 1 iz 1b L. u u u u u 7 U8 3|
DE2Z tor iSeries (05/.. site & DB2 bor iSeries {05,.- o 1] 1] [} 1} 2.DB =
Tuhrid site AL Muhrid 172 1R 4NN n n n n n 2. R | ﬂ || | |
ORACLE site & ORALCLE 172.16.40.1._ ] ] 0 0 ] 2.DB 1 B fh s
MSSOL Sarver site A MESQL Server 172.1.. o o o o o 2.DB ; : :
ORACLE sitc A ORACLE 172.16.40, 1} i} o ] 1} 2,08 103050 103340 1CESS0
PastgreSQL sitc A PostgreSQL 172.16.... o o [ 0 o 200
MSSOL Server sile A MSSOL Sereer 172.1.. 1] 1] 1] [} 1] 2.DB Netwotk Usage Trend

T T T
A0:2C: 30 A0:22:40 10:06:20
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Dynamic Data Masking

Security Policy Wi

Alert Policy

Database Access Control Policy
Define database access control policy.

SQL Execution Control Policy
Define SQL execution control policy.

System Access Control Policy
Define system access control policy.

System Command Execution Control Pol
Define command execution control Policy.

Masking Policy
&
Approval Policy
e
v
®
&)

SQL Result Masking Policy
Define masking policy for SQL resuit .

Database Access Approval Policy
Define the approval policy in order to gain acces

SQL Execution Approval Policy
Define approwval policy to control an authority to

SQL Result Save Approval Policy
Define approwal policy to control an authority to

Approval Policy For Masking Exception
The result of the approved guery defines unmask

Modified Data Policy

Q.

Modified Data Policy
Define modified data logging policy.

R

Configure Policy

Define Security Fules Define Masking Rules
R | W

Define Masking Rules

Object(s)

@ Select Table, Colurmn () Selact Sensitive Patte

ﬁ MazManager - crmadminiE

2]

I 0313

IRI Chakra Max

S} chakeamax

opont

[EJ2) ket Nowigote Segrch Project Bun Window Help

MriRd S @-F-d-M- V- B b -L-i%

Column: For 2 delimiter, please use semicalon anky.
Enter "*" for masking all columns of 3 table.

Type: To mask the full column data, select "Full Masking”

select "Partial Masking”.

Format: Set the partial masking format. Please use ™" as
For all other characters, data will not be masked.

MNote: For numeric columns, data must be masked with 1

T

Exception Object(s)

Table | Column

There are no items to show,

[ eamplesy - SusanrSQL SCRIOTS

".‘::' thdi% _Ezc = 0 || [E Tlosd file.zql . [E =elient2.dat |E “load,
| I IE;II-:'_ﬂresehedPai-'r: ist 8% - EenREsian Bl
.[;3 (= addinonal Ausherteaton + e SQL*SCWPIH . . Type: [DB2 UDE V3.
L @ om suhentication Eéfg;‘g;j; e
ull_ Aporoval Pobcy List B cliem2.dat %
R fcmes 2 load fil
_:JE:.ﬂ:-af::L::q«—{ [} toad_filesaf S| :
o [ client N
LASTHAMEMASK il i — e | & Coneate |[£] Problems | [ Propestios | 155 Sches
5] Tl Chaira Sysbem Polcy List . = — [Ty
i' 955': Logn faled slert E Data Source Explar I S S;. - ::;:]0 el :'HMNH :::h
b §l Chakra Max Server Ager - Prr=— i -
i— ﬂi‘hah’a Max Server Ager) =] \:":"w ﬁ = E‘ 2 L L TH™
€ Chokes Max Server Age |1 EMPLOYEE = i o0poam e 4 KA
b @ours o L e
L € Health Check lert P EIRSTI\??;E __T_I'f" | 5 Oooosy v F STE™
L ﬁ[n'.‘.!h‘“nbg-i:\l :' g H.‘DNT’I'—“‘_!;.T-r 6 Q00T wen D PLIL™
t- lLowDisk : o S S T oo W HEN™
b Bl 5 8 LASTHAME[VARCHAR(LS]
3 &3 Manager Login faled aly b B, WORKRRT | & 000100 e Q o
fmrciirce Usage of Chal b ; o s
§§ fmsaurce Uszge of Ch o B PHOMENG.IC 9 0000 G s
5 2 HIREDATE LA D20 oc
» B JOB[CH L O30 | e M QU
b 3 EBLEVEL LS ooy e 4 MICe
b 8 SEXICHARILI Nullable] 13 000l ADA™
v § BIRTHDATE [DATE Nullzbie] FI T e R PLA
b 0 SALARY [DECIMALE , 2) M 15 | 0oouTg e Y5
p B BONUS[DECIMALIG, 2) Mul 16 006130 e 5 500~
b B COMM[DECIMALS, 2) Nul 17 opoamn e H WALT
{7 Constraints 18 000200 Arees BRO™
] L:,: Depentlencies 19 O00p1g e T O
Lo Indexes - 3N oopaxg e K LUt
£ /. B [2F 5 anadan sssss \ irrase

o - =¢E;"'"

TETE T
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IRI Chakra Max

User Profiles

e Anyone with databases containing PAN, PII, PHI, or other sensitive information
e Companies needing a standard multi-source DCAP solution

e Businesses requiring central and differential control over DB access

e Anyone needing real-time DB monitoring and alerting

Use Cases

Hankook Performance Tires

o Chose Chakra Max’s for scalability and low-impact on performance

LG U+

o Secures access to PIll in customer DBs across mobile services network

University of Maryland Medical Center

o Uses DDM and secure audit log facilities for PHI protection

and compliance verification

CIRI
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Key Differentiators

Performance

o

Most stable and best-performing
DCAP solution for high-traffic
volume environments

Firewall thousands of DBs at once

100k SQL/second monitor speed

10k-25k SQL/second audit speed

Low-impact

Interoperability

O

o

Support for 20 different DBs on Linux,
Unix, and Windows platforms
Extensible with IRI Voracity
»  Discount for bundled purchase
=»  Enables all-in-one data discovery,
integration, migration,
governance, and analytics

Capability

User-level access and execution privileges

DDM without changing original DB content

Monitors all login attempts, transaction
commands, and results sets

Real-time logging

Automated reports

40 formats for printing

14 formats for saving

Compliance

(@)

Internal and data privacy law compliance
Powerful and flexible auditing facilities for
both real-time alerts and logging and
forensic investigation of the logs
Complete audit history
Automatic backups
Post-deletion restore capabilities

CIRI
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Learn and Share

IRl.com IRI blog

LinkedIn Data Masking & Protection Group
Linkedln Test Data Management Group

N CELEBRATING

m 2 C IR | dows

Tube 2018
Total Data Management The CoSort Company


http://www.iri.com/products/iri-data-protector
http://www.iri.com/blog
https://www.linkedin.com/groups/4528678
https://www.linkedin.com/groups/4528720
https://www.facebook.com/IRI-The-CoSort-Company-183807705088238/?ref=page_internal
https://plus.google.com/100158352259692485834
https://www.youtube.com/user/IRITheCosortCo
https://www.linkedin.com/company/iri-the-cosort-company
https://twitter.com/iri_cosort

